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To be approved in management review

Organisation:
Version:
Approval status:

Implementation InfoSec properties Security domains
Applicable to Implemented Control Cybersec
Chapter Control our inour How implemented Further Evidences for implementation owner Control type Confidenti bility cche ts Operational capabi Governance and Ecosystem Protection Defence Resilience
organisation organisation >
(Yes/No) (Yes/No)
The Al Poli in ali ith izational . .
jectvs pproved oy st management, v polied nthe [ 39Prved A Plicy (¢DF)
A22 Policies related to Al Al policy The organization shall document a policy for the development or use of Al systems. 00 - PP Y sen . g . P! (Cross-reference matrix aligning Al Policy with ISMS,  and Al Officer Preventive X X X Identify Governance X
internal policy portal. It defines principles for Al development, . . . A .
' | - > Tor A ae HR policies Version history showing past reviews
integration, and responsible use. The policy is reviewed annually.
Yes Yes
A policy mapping exercise was conducted to identify intersections | F0/lcY Mapping Matrix (shows which policies are linked)
- . . - e . - Meeting minutes from policy alignment workshops
|Alignment with other organiza The organization shall determine where other policies can between Al objectives and existing policies (e.g. ISMS, Data | Updated versions of affected policies with Al sections
A2.3 Policies related to Al N 8! . & be affected by or apply to, the organization’s objectives Protection). Cross-references were documented, and relevant P L p P N Al Officer IPreventive X X Identify (Governance X
tional policies . L e N . - Internal memo assigning responsibility for policy
with respect to Al systems. policies were updated to reflect Al-specific considerations where | * %
licable. Oy hip f licy alij it is defined. N . . .
2pplicable. Ownership Tor policy alignment s define - Review logs showing policy alignment checked annually
Yes Yes
A review schedule is set for the Al Policy (annually, or upon . .
. . . . - Documented review schedule (intranet)
'The Al policy shall be reviewed at planned intervals or regulatory or operational change). A designated Al Governance policy review lo;
A24 Policies related to Al Review of the Al policy ladditionally as needed to ensure its continuing suitability, IC: i is assigned r ibility. Reviews are d d based v . 8 . N Al Officer Preventive X X X Protect Governance
N . I |- Updated policy version with change log
ladequacy and effectiveness. lon changes in legislation, strategy, or technology. Updates are . N
- Email or system-based acknowledgment receipts from staff
managed.
Yes Yes
All Al-related roles for development, deployment, and monitoring
lare defined in the Al Policy. Specific responsibilities are documented|
in the RACI Matrix and embedded in job descriptions. The Al Approved Al Policy section: “Roles and Responsibilities”
\Governance Committee ensures roles are kept up to date. - RACI Matrix for Al processes
A32 Internal organization Al roles and responsibilities Roles and re§por|s|b|||nes for Al shall be defined and allocated according to the needs (Organizational ch?rts and internal communications were updated |- Job l.jESCrIpUOHS with Al responsibilities (e.g., Data Scientist, Al Officer reventive X X X \dentify |dentity and access management
lof the organization. to reflect role assignments. Al Officer)
- Updated organizational chart
- Internal email or Teams announcement of roles
Yes Yes
An Al Incident Reporting Procedure was created, including
Ichannels (email, webform) for raising concerns about the Al Incident Management Procedure document
'The organization shall define and put in place a process to lorganization’s role in Al systems. Responsibilities for intake, review, [Screenshot or URL of internal reporting form/email Protect
A33 Internal organization Reporting of concerns report concerns about the organization’s role with respect land resolution are clearly defined. The process is communicated I Training slides or onboarding materials mentioning reporting |Al Officer Detective X X X Respond Identity and access management X X
to an Al system throughout its life cycle. through onboarding, awareness sessions, and internal Record of reported issues (anonymized) Recover
lcommunication channels. Reports are logged and handled promptly [Communication email or poster rollout (internal campaign)
lto ensure transparency and accountability.
Yes Yes
|An Al Resource Inventory was created to list all relevant resources
. . " -Al Resource Inventory spreadsheet or tool export
(technical, human, data, infrastructure) across the Al system life o .
- N N . e . |- Categorization schema with examples (data, models,
The organization shall identify and document relevant resources required for the cycle: development, validation, deployment, operation, and nfrastructure) b " rotect
A4.2 Resources for Al systems [Resource documentation lactivities at given Al system life cycle stages and other Al-related activities relevant for retirement. Resources are categorized by type (e.g., model, dataset, . . . |Al Officer revenave X X X rotec Asset management X
o . . . |- Version history/log of inventory updates Corrective Recover
'the organization. lcompute, personnel) and usage. The inventory is reviewed quarterly| N . - .
P - Meeting notes from inventory review sessions
land updated after significant changes (e.g., system upgrades, | Approval log for initial inventory creation
Yes Yes staffing shifts). PP 8 v
IThe organization subscribes to external and internal threat
intelligence sources (e.g. governmental CERTs, Al-specific vendor  |Al-specific threat feed subscription list ( MITRE ATLAS)
feeds, open-source communities). The security team collects, threat intel reports (internal monthly summaries)
A43 Resources for Al systems |Data resources Information rela_hng .to information security threats shall be collected and analysed to evaluate?, and categor[zes Fhreats relevant t.o Al systems, including [Entries in the. Al nsk.reg.lster refernr\g to threat trends Al Officer Preven‘twe X X X Identify Threat intelligence X X X
produce threat intelligence. model misuse, data poisoning, and adversarial attacks. Threat IChange logs in ML pipelines or security controls based on Detective Detect
intelligence is integrated into the Al risk register and shared with  |threat data
relevant technical teams to adapt controls or retrain models as ISOC process document describing how threat intel is handled
necessary.
Yes Yes
IAn Al Tooling Inventory was created to record all tools used in the |Al Tooling Inventory spreadsheet or system export
lAs part of resource identification, the organization shall A.I I|f§ cycle, including developm.ent platfortms, libraries, MLOps Tool configuration documentation (e.g. Terraform, Ansible, )
" . N . o pipelines, and frameworks. The inventory includes tool name, IYAML) N . Identify
A4d4 Resources for Al systems |Tooling resources [document information about the tooling resources utilized . . . . . . . Al Officer IPreventive X X X |Asset management X
for the Al system lversion, license, configuration, usage purpose, and owner. The Version and license tracking table [Protect
4 : record is updated regularly when tools are introduced or modified, Change log showing tool additions and removals Review logs
land linked to compliance and procurement processes. lconfirming quarterly updates
Yes Yes
A dedlcatgd inventory of computing fesources (on-prem servers, Al Computing Resource Inventory (Excel, CMDB export)
cloud environments, GPUs, edge devices) used for Al systems has
N N . ICloud dashboard screenshots (AWS, Azure, GCP usage
|As part of resource identification, the organization shall document information about been created. The inventory includes specifications, performance reports)
A45 Resources for Al systems (System and computing resources P N ’ 8 metrics, capacity benchmarks, and ownership. Monitoring P - Al Officer Preventive X X X Identify |Asset management X
the system and computing resources utilized for the Al system. . Resource monitoring logs (e.g., Prometheus, Datadog)
[dashboards are used to assess real-time usage and detect L N
. L Infrastructure-as-Code (1aC) definitions (Terraform, Ansible)
bottlenecks. Updates are triggered by changes in infrastructure, - . .
Internal guidelines on resource scaling and allocation
usage patterns, or performance thresholds.
Yes Yes
. PO - The organization maintains an up-to-date inventory of personnel .
IAs part of resource identification, the organization shall N . - N . s Inventory of Al personnel (HR export, role registry)
. N involved in Al-related activities. Each role is described with its - " N
[document information about the human resources and N . N . ICompetency Matrix (skills vs. roles mapping)
their ¢ utilized for the deplo associated ies and required fes- A Role descriptions with Al-related responsibilties
A4d.6 Resources for Al systems [Human resources N . ploy ICompetency Matrix is used to evaluate existing skills against . P N . P Al Officer Preventive X X X Protect Human resource security X
ment, change e, . . ) o Training plan addressing gaps in Al-related knowledge
I PP defined requirements across the Al system life cycle. Identified gaps . A . .
transfer and decommissioning, as well as verification and L . . Recruitment strategy or job postings linked to competency
N . lare addressed through targeted training or recruitment. This
integration of the Al system. o " needs
ldocumentation is reviewed annually or as roles change.
Yes Yes
/An Al Risk Asses: t Policy has be eated to define how the . .
. " ! smen ,Icy, N een created to .ne owthe Al Risk Assessment Policy document
—— . impacts of Al systems on individuals, groups, and society are
The organization shall establish a process to assess the . o B .. c Al Impact (e.g. for past
P : P g identified, assessed, and documented. The process includes criteria .
|Assessing impacts of Al . potential consequences for individuals or groups of indi . P . projects) . . y
A5.2 Al system impact assessment process . . such as fairness, discrimination, autonomy, and social . . Al Officer Preventive X X X Protect Risk management X
systems viduals, or both, and societies that can result from the Al . Review logs by Al Governance Committee
e Iconsequences. Each Al project must conduct an assessment at the . . . .
isystem throughout its life cycle. N N N . . IChange log or lifecycle checklist showing reassessment points
design phase, with updates during key lifecycle transitions. Results . . .
! - Awareness/training material for Al risk assessment
lare reviewed by the Al Governance Committee.
Yes Yes
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IThe results of Al impact assessments are documented using a ICompleted Al Impact Assessment reports (PDF/SharePoint)
standardized template that includes identified risks, affected Retention schedule documented in Records Management
|Assessing impacts of Al [Documentation of Al system im The organization shall document the results of Al system stakeholders, and mitigation actions. Each assessment is approved ~ [Policy
A5.3 8 Imp: V! impact assessments and retain results for a defined peri by the responsible role noted in the Al RACI Matrix. Documents are |Access-controlled folder or document management system  [Al Officer Preventive Identify Risk management
isystems pact assessments N N N N N
lod. stored in a controlled location with restricted access and retained |log
Ifor a period of five years (or longer, if required by law or contractual|[Al RACI Matrix showing responsible roles
lobligations). Internal audit trail confirming availability of past assessments
Yes Yes
The Al I t A it te late i d luat tential
© Al Impach Assessment template 1s used to evaluate POtential o pjeted Al Impact Assessment forms
leffects on individuals or groups at each life cycle phase of the Al - o
P . . N N . . Impact Assessment Template with criteria
L . . P The organization shall assess and document the potential system. This includes social, ethical, privacy, and fairness
Assessing impacts of Al |Assessing Al system impact on in dividuals or |, L PN . . . . Schedule or calendar for reassessment cycles N . . N "
A5.4 Lo impacts of Al systems to individuals or groups of individu Iconsiderations. Assessments are conducted during design and " N N . . Al Officer Preventive Protect Risk management, compliance and audit
systems igroups of individuals s . L . PR Risk Register entries derived from impact assessments
als throughout the system’s life cycle. reviewed periodically or after major system changes. If significant e ! ! .
. . . . . N ICommunication or training material for staff conducting
impacts are identified, they are logged in the risk register and
. assessments
monitored.
Yes Yes
The A.I Impact Assessment te.mplatf.- \ncl.udes a dedicated section to Completed Al Impact Assessment forms
identify and evaluate potential societal impacts—such as effects on N -
. . . R . Impact Assessment Template with criteria
PR " : . P N : N " public trust, social cohesion, sustainability, or environmental harm.
|Assessing impacts of Al  |Assessing societal impacts of Al The organization shall assess and document the potential societal impacts of their Al N . . Schedule or calendar for reassessment cycles . . . . .
A5.5 > |Assessments are conducted during design and reviewed regularly  [* N ¢ . " Al Officer  |Preventive Protect Risk management, compliance and audit
systems systems systems throughout their life cycle. o B - Risk Register entries derived from impact assessments
throughout the Al system's life cycle. Significant findings are . . . .
A ! ICommunication or training material for staff conducting
Idocumented and may be transferred to the organizational risk
R X N assessments
register for further tracking and action.
Yes Yes
P . N — N R ible Al Objecti D t
The organization defines responsible Al objectives addressing S s
. L . . Development lifecycle policies referencing ethical objectives
fairness, transparency, accountability, and societal impact. These - ! - P > ! .
- . N - . . - . . Evidence of integration in design, testing, and review
- " The organization shall identify and document objectives to guide the responsible lobjectives are documented and integrated into development plans, . .
- Objectives for responsible development of Al L N . \workflows . . Policy and strategy management, risk
A6.1.2 (Organizational controls development Al systems, and take those objectives into account and integrate requirement documents, and process templates. They are . . . . N Al Officer Preventive Protect
system " N . . Meeting minutes or training sessions with development management
measures to achieve them in the development life cycle. lcommunicated to all development teams and stakeholders. teams
|Adherence is monitored through regular reviews, audits, and design . " .
. . Internal review/audit reports checking adherence to
Icheckpoints across the Al lifecycle. .
lobjectives
Yes Yes
IThe organization has established documented procedures that Responsible Al Design & Development Process
integrate responsible Al principles—such as fairness, transparency, [Documentation
. - ) " . and accountability—into Al system design and de Al dev training logs ) )
A6.13 Organizational controls | 0e55eS for responsible Al sys The organization shall define and document the specific processes for the responsible processes. These procedures are embedded into existing Ethics-by-design checklists or integrated lifecycle checkpoints |Al Officer  [Preventive Protect System development lifecycle, quality
tem design and development [design and development of the Al system. . N . N assurance
[development lifecycle stages. All relevant staff are trained to apply Meeting minutes from
these principles. The processes are reviewed and improved periodic review sessions
regularly based on internal feedback and external developments.  [Records of updates made after review cycles
Yes Yes
R i f Al j h, N P
equirements for new sysle.ms an.d major enhancements are Requirements Specification Document template and
lgathered through stakeholder interviews and workshops. All
functional, technical, legal, ethical, and performance requirements completed samples
A.6.2.2 Al system life cycle AI sy?tem requirements and spec The or.ganlzahon shall speclfy‘ar.\d document require ments for new Al systems or are documented in a structured Requirements Specification Stake.holder mteryle\n{/workshf)p notes Al Officer Preventive Protect ISystem development lifecycle
ification material enhancements to existing systems. . . Requirements validation meeting records
Document. Stakeholders review and validate the documented .
. . IChange log for updates to requirements
requirements to ensure completeness and accuracy before design - aares ! ) )
. Traceability matrix linking requirements to implementation
and development begin.
Yes Yes
The Al system design is d ted usi hitect di 3 N N 3 . e e
© /A system CEsIgn Is documented using architecture lagrams, | gion, gocumentation (architecture diagrams, specifications)
algorithm specifications, and data flow charts. Development logs N . .
X N o Version control system records (e.g., Git commits, tags)
. . _— . and version control (e.g., Git) are maintained throughout the . .
" Documentation of Al system design and The organization shall document the Al system design and development based on " . PR B . Development logs or issue trackers (e.g., Jira) - . "
A6.2.3 Al system life cycle o I N e e o lifecycle. Design documentation is aligned with functional and non- . . . Al Officer Preventive Protect |System development lifecycle
development lorganizational objectives, docu mented requirements and specification criteria. . . . . Design review meeting records
functional requirements and reviewed regularly by cross-functional . - . . .
N . L Traceability matrix mapping requirements to design
teams to ensure it supports business objectives and regulatory
" lcomponents
icompliance.
Yes Yes
U . The organization shall define and document verification s .g . pe. yp o & ' P ' |Test execution reports and screenshots
) Al system verification and valida >ani " acceptance criteria, and responsible roles. The plan ensures that the| | rep . . ) . . "
A6.2.4 Al system life cycle . land validation measures for the Al system and specify . 5 |Acceptance criteria checklist Al Officer Preventive Identify Testing and quality assurance
tion - . Al system meets functional, security, and performance N . .
criteria for their use. . L N . Bug/issue logs and resolution history
requirements before going live. Test results are reviewed, issues are|_, A
A ISign-off documents from validation stakeholders
itracked, and retesting is conducted where necessary.
Yes Yes
A standardized Al Depls it Plan te late i d f h Al .
stan ar‘ 2 eployment Flan temprate 15 Use_ ‘?r'eac Al Deployment Plan template and completed project
system. It outlines the deployment steps, roles, responsibilities, examples
The organization shall document a deployment plan and ensure that appropriate echnical conditions,pre-deployment checks, and risk mitgation.  ATRIE e it
A625  |Alsystemlifecycle  |Alsystem deployment e ! P oyment p Pprop Prior to deployment, a review s conducted to confirm that P et Al Officer [Preventive Identify (Change and deployment management
requirements are met prior to deployment. . . . - |Approval log before production go-live
loperational, technical, and security criteria are met. The o .
. . N Monitoring dashboard screenshots during deployment
[deployment is executed according to the plan and monitored for .
L . Post-deployment review reports or lessons learned
deviations or anomalies.
Yes Yes
(Operational procedures for Al systems are defined in standard
loperating procedure (SOP) documents. These include task Al System SOPs (operation, patching, support, etc.)
. , N brocesses and procedures shallbe defined and implemented to manage the schedules for monitoring, updates, backups, anomaly detection, |Performance monitoring dashboard screenshots/logs ) _ dentity o N
A6.2.6 |Al system life cycle Al system operation and monitoring N . L . . . . and incident response. Monitoring tools are used to track system  |Ticketing system records for support and repairs Al Officer IPreventive Monitoring and incident response
information security risks associated with the ICT products and services supply chain. . X . . N X N P Protect
performance in real time. The response to system failures is Incident Response Plan including Al-specific triggers
integrated with the broader incident management process, Records of system updates and downtime reports
lensuring minimal disruption and clear escalation paths.
Yes Yes
Technical documentation is prepared for each relevant stakeholder N N . .
- . . . . . Documentation register mapping audience to document type
The organization shall determine what Al system techni lgroup, including user manuals, APl documentation, developer . . L
Lo N N . . N Published samples (user guide, developer API doc, audit trail
cal documentation is needed for each relevant category of integration guides, compliance summaries, and regulatory fact extract)
A.6.2.7 Al system life cycle Al system technical documentation interested parties, such as users, partners, supervisory sheets. Documentation is tailored in structure and language based |, . " . " Al Officer Preventive Identify Documentation management
L . 3 . . . Distribution logs (internal portal, external partner access)
lauthorities, and provide the technical documentation to lon the target audience (e.g., business users vs. regulators). A
. N . . y N Document update log / change control record
them in the appropriate form. [documentation owner is assigned for each artifact, and updates are . " . .
. Style guide or template library for technical documentation
performed after major releases.
Yes Yes
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Al system recording of

The organization shall determine at which phases of the Al system life cycle, record

IA Logging and Monitoring Policy has been established for Al
systems, defining mandatory logging requirements during system
loperation and optionally during development, testing, and

IAl Logging and Monitoring Policy document,
Log configuration files or screenshots of logging tools (e.g.,
ELK, Azure Monitor),

A6.2.8 levent logs Al system recording of event logs keeping of event logs should be enabled, but at the minimum when the Al system is in maintenance. Logging mechanisms are implemented using SIEM Records of regular log reviews Al Officer Preventive Protect Monitoring and logging
8 use. itools and platform-native solutions. Logs are reviewed regularly to |Anomaly detection rules or alerts
ldetect anomalies, non-compliance, or security incidents. |AI RACI Matrix showing logging responsibility
Responsibilities are defined in the Al RACI Matrix. Audit trail from operational log retention system
Yes Yes
VamiSec GmbH determines Al data requirements based on system |Data Acquisition Record
- N . functionality and objectives. All data sources are acquired through  |Data Source Register
Data for development and enhancement of Al [The organization shall define, document and implement data management processes . — L - N . Respond "
A7.2 Data for Al systems legal and ethical means. Acquisition methods, permissions, and Documented acquisition methods Al Officer Corrective Data lifecycle management
system related to the development of Al systems. . . Recover
provenance are documented to ensure transparency and Consent or licensing agreements
itraceability. Ethical data sourcing guidelines
Yes Yes
Data requirements for Al systems are determined based on Data Acquisition & Selection Procedure
functional and performance goals. All data acquisition activities  [Al Data Acquisition Record (with source, method, and
- . . o follow a standardized and documented procedure to ensure legal  |licensing details)
A73 Data for Al systems /Acquisition of data The ofganlzahon shall detefmlne and document details about the acquisition and and ethical sourcing. The organization maintains records of Procurement or licensing agreements Al Officer Detective IDetect Respond  [Data sourcing and validation
selection of the data used in Al systems. - . . . . P
acquisition methods, data sources, provider details, and usage Internal checklists for ethical and legal validation
permissions in a centralized data acquisition register to ensure Logs confirming ongoing traceability and updates to
accountability and traceability. acquisition records
Yes Yes
A formal Data Quality Plan has been created using a standardized
template. This plan defines quality criteria such as accuracy, Data Quality Requirements Document
s
A74 Data for Al systems lQuality of data for Al systems for data quality and ensure that data used to develop and Y - vp . s . q. Y g . . 8 P o Al Officer Corrective espon! Data quality assurance
loperate the Al system meet those requirements lcommunication of data quality expectations is managed via Meeting notes or communication logs Recover
s ¥ q " scheduled activities. Effectiveness is monitored and improved Feedback reports or plan adjustments based on data quality
through feedback loops and periodic review of data-related monitoring
lcommunications and outcomes.
Yes Yes
IA documented process is in place to track and record the
provenance of all data used in Al systems. This includes capturing  [Data Provenance Procedure
The organization shall define and document a process for information about data origin, providers, collection methods, Data origin registry or catalog protect
A75 Data for Al systems Data provenance recording the provenance of data used in its Al systems acquisition dates, and usage purpose. Provenance records are |Acquisition logs and contracts with data providers Al Officer  |Preventive rotec Data tracking and lineage
3 . ! |dentify
lover the life cycles of the data and the Al system. stored securely and reviewed regularly to reflect any updates in IChange history of data sets used
[data sources or usage. The process ensures traceability and Internal reviews or audits of provenance records
supports auditability throughout the data and Al system lifecycle.
Yes Yes
A Data Preparation Procedure has been established and Data Preparation Procedure Document
[documented. It defines standardized criteria for data cleaning, Sample data preprocessing pipelines
) The organization shall define and document its criteria for selecting data preparations transformation, formatting, and validation prior to use in Al Logs or records of data preparation activities iy Detective ) )
7. N e R B N N N N Detect R d  |Dat: d ity trol
A7.6 Data for Al systems Data preparation land the data preparation methods to be used. systems. The procedure specifies tools, acceptable formats, and \Validation reports confirming compliance with preparation Al Officer Corrective etect Respon! ata preprocessing and quallty contro
lquality thresholds. It is applied consistently before any datasetis |criteria
used in model training, tuning, or inference tasks. Audit records or QA checks on input data used in models
Yes Yes
VamiSec GmbH erstellt benutzerfreundliche Anleitungen, die
\nformation for spezifisch auf verschiedene Nutzergruppen zugeschnitten sind. Die [Benutzerhandbiicher und Anleitungen
I ] 'System documentation and infor mation for  [The organization shall determine and provide the necessary information to users of the Dokumentation enthilt klare Nutzungsanweisungen, Dokumentierte Nutzungshinweise und Disclaimer ) X - .
A8.2 interested parties of Al . . p . Al Officer Preventive Protect User communication and documentation
systems users Al system. ISystemeinschrankungen und Haftungsausschliisse. Nutzerfeedback |Feedbackformulare und Auswertungsberichte
V! \wird regelmaRig zur Optimierung der Unterlagen eingeholt und IAnderungsprotokolle zur Dokumentation
beriicksichtigt.
Yes Yes
Accessible reporting channels have been established, including a Public documentation of reporting channels on website and
- N . . . dedicated email address and an online reporting form. These in user manuals .
A8.3 (Organizational controls |External reporting The organization shall provide capabilities for interested parties to report adverse Ichannels are communicated publicly via system documentation and [Communication policy referencing the reporting process Al Officer Pmlem.ve Protect Respond |Reporting management
impacts of the Al system. R N PR - N N N (Corrective
lthe organization's website. Responsibilities for monitoring and Designation of responsible roles
responding to reports are clearly assigned. Records of submitted reports and response actions
Yes Yes
/An Incident Communication Plan has been developed to define
lwhen and how affected users are to be informed. The plan includes |Incident Communication Plan document
AB4 _Cor.nmunlcahon of Communication of incidents 'The organization shall determine and document a plan for communicating incidents to resp?nswp\\lnes, commumvcanon cham.]e\s (e.g:, email, dashboar.d R.ecord of staff.tra\mng on incident protocols Al Officer preventive dentify \ncident communication
incidents users of the Al system. notifications), and predefined messaging. Designated staff receive |List of responsible roles and contact channels
regular training to ensure incident communication is timely and ~ |Audit logs of past incident notifications (if applicable)
effective.
Yes Yes
Legal, regulatory, and contractual requirements relevant to Mapping of legal and contractual disclosure obligations
. - . . - . information disclosures about Al systs have been identified and |Updated C ication Plan with informati bligati
Information for . 'The organization shall determine and document their obligations to reporting niormation disclosu esA CEU Sys. ems have E?"' enanedan P . ed tommunication Flan with information obligation . . " .
A85 . . Intellectual property rights N . . ) [documented. These obligations are incorporated into the section Al Officer IPreventive Identify Legal and regulatory compliance
interested parties information about the Al system to interested parties. - N B . - .
ICommunication Plan. A dedicated section outlines what must be Role-based responsibility matrix
reported, to whom, under which circumstances, and by which roles. [Communication logs (if any disclosures performed)
Yes Yes
Procedures for the responsible use of Al systems have been
/documented. These include ethical guidelines, acceptable use Responsible Use Procedure Document
A9.2 Use of Al systems Processes for responsible use of Al systems 'The organization shall define and document the processes for the responsible use of Al policies, and usage boundarle.s, The pro.cedures are communicated Tra\mng materials and attendance records Al Officer Prevent.we Identify Al governance processes
Isystems. to all relevant staff, and training is provided where necessary. Audit reports Corrective Protect
Monitoring mechanisms are in place to ensure adherence through [User feedback summaries
audits and user feedback.
Yes Yes

_x000d_# This content is intended for public distribution.




Management reviews are scheduled at least annually. A structured
template is used to prepare the agenda and gather relevant inputs,

Management Review Schedule

- . The izati hall i i jecti N N - N o IC leted M t Review T lat . i i ic aliy
A9.3 Use of Al systems Objectives for responsible use of Al system .e organization s allidentify and document objectives to including audit results, performance data, and identified omp, ete . anagement Review femplates Al Officer Prevenr.we dentify strategic alignment and performance
iguide the responsible use of Al systems. . . L Meeting Minutes Corrective Protect management
nonconformities. The meetings are documented, and action items N .
L IAction Item Tracking Sheets
and decisions are tracked.
Yes Yes
- . Intended use cases and system limitations are defined and Documentation of Intended Use
The organization shall ensure that the Al system is used [documented in the technical and user documentation. Usage logs  |Usage Monitoring Reports Py i
A9.4 Use of Al systems intended use of the Al system laccording to the intended uses of the Al system and its . ‘ ocumentation. Uage o8 8 € e ) AlOfficer  [Proventve dentify system documentation and monitoring
. N and metrics are monitored regularly to identify deviations or misuse [Incident Reports related to misuse Corrective
laccompanying documentation. . .
and trigger corrective actions. User Feedback Logs
Yes Yes
Roles and responsibilities across all involved parties are clearly . -, .
- RN " - Signed Allocation Agreement:
Ithird-party and 'The organization shall ensure that responsibilities within their Al system life cycle are [defined and contractually documented. Agreements cover Contractual Clauses defining roles
A.10.2 P: . . Allocating responsibilities allocated between the organi zation, its partners, suppliers, customers and third lobligations in each phase of the Al system life cycle. Stakeholders . s Al Officer Preventive Protect Contract and responsibility management
customer relationships N : . I . |Stakeholder Communication Records
parties. are informed through written communication and onboarding N N
. RACI Matrix or equivalent
sessions.
Yes Yes
. The organization shall establish a process to ensure that its usage of services, products Suppl\er‘ eva\uan.on ‘cmer\a are defmed to \nclude compllan§e. with Al Su[‘)pller Management Policy
Third-party and " N . . N N L, responsible Al principles. All supplier contracts include specific Supplier audit reports . . . .
A.10.3 . . ISuppliers lor materials provided by suppliers aligns with the organization’s approach to the . . . . Al Officer Preventive Protect Supplier and third-party management
lcustomer relationships N Iclauses on Al ethics and transparency. Suppliers are regularly ISupplier contract templates with Al clauses
responsible development and use of Al systems. o . . . . .
assessed for adherence to organizational Al requirements. Evaluation checklists or questionnaires
Yes Yes
A10.4 |Third-party and Customers The organization shall ensure that its responsible ap proach to the development and Yes Yes into the design and enhancement of Al systems to better meet Feedback integration logs Al Officer preventive brotect Customer engagement and feedback

icustomer relationships

use of Al systems considers their customer expectations and needs.

lcustomer needs. Support channels are also in place to manage
customer inquiries.

IChange logs reflecting customer-driven updates
ITicketing system records

integration
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Version History

Version Date Changes Name
0.1 17/05/2025 Creation Koral Yiicel
1.0 5/20/2026|Review & Final  |Valeri Milke
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This template was created by the people of ICT Institute

You can find the latest version and other templates here:
https://ictinstitute.nl/free-templates

You can use this template freely under the Create Commons Attribution license
https://creativecommons.org/licenses/by/4.0/

You can do the following with the templates:

Share. You can share the templates and any documents made with these templates freely, with any one that you want to share it with.
Adapt. You can make new documents based on the templates, make changes, add elements or delete elements as much as you want. You can even do this in commercial organisations of for commercial purposes.

If you are a customer, you do not have to mention ICT Institute anywhere
If you are not a customer, you must keep the text "create by the people of ICT Institute" somewhere

Note that the use of these templates is of course at your own risk.
Note also that the ISO standards are copyrighted. You must buy the standard from NEN or ISO before using it

Read also:

https://ictinstitute.nl/iso-27001-and-nen7510-support/

https://ictinstitute.nl/is0o27002-explained-part-1/
https://ictinstitute.nl/iso27002-2022-explained-1
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